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I. INTRODUCTION 
 

This policy describes the standards for proper data handling, storage, and 
distribution at The College of New Jersey (“TCNJ” or the “College”). College data is 
classified1 in order to ensure information is protected, consistent with all applicable 
laws and regulations. Certain restrictions and safeguards must be upheld to ensure 
the proper protection of Sensitive Data. This policy applies to College data in any 
location, and must be followed at all times, which includes remote working, teaching, 
or learning. 

 
 

II. DEFINITIONS 
 

Least Privilege – Data access principle defined by granting only the minimum level 
of access needed for successful completion of a legitimate business process. 
 
Sensitive Data – Any information that has not otherwise been expressly declared as 
Public or Unclassified Data. Sensitive Data is categorized as either Restricted Data, 
Confidential Data, or Operational Data, with corresponding increased levels of 
scrutiny and restrictions imposed on its handling and distribution. 

 
Data Steward - A College employee responsible for managing and maintaining the 
integrity of and permitted access to a specific set of data.  
 

                                                      
1 Data Classifications are: Restricted Data; Confidential Data; Operational Use Only Data; and Public or Unclassified 
Data. 

https://policies.pages.tcnj.edu/files/2018/04/Information-Privacy-Policy.pdf
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Standard System Security Controls - The minimum system level security controls 
required to handle Sensitive Data. These controls include: all operating system and 
application software set to automatically apply the latest security updates, antivirus 
software running at all times, a host-based firewall, and an automatic locking 
mechanism (such as a screensaver) that is enabled after a period of inactivity. 

 
III. POLICY 

 
A. Data Inventory  

 
All College departments must maintain an accurate inventory of Sensitive Data used 
within the department. This includes systems and devices that handle Sensitive Data, 
and file storage locations.  
 
Departments must document the business purpose that requires use of Sensitive Data 
and maintain documentation for: 
 

1. The types of Sensitive Data available to the department and where it is stored; 
2. The context in which the Sensitive Data is used; and 
3. The methods for collecting, sharing, and storing the Sensitive Data. 

 
B. Handling, Storage, and Distribution of Data 

 
Access to Sensitive Data is restricted to those who have a need to know as defined by 
job duties. Anyone who receives Sensitive Data has a responsibility to maintain and 
safeguard the data. Circumventing restrictions on the use and dissemination of 
Sensitive Data is considered a serious offense and may be subject to disciplinary 
actions. If Sensitive Data is received in error, the recipient has an obligation to alert 
the sender, and then properly delete or destroy the received copy.   
 
In general, College students, faculty, and staff are expected to handle data in an 
appropriate manner. The policy statements that follow provide details on how to 
properly handle and/or distribute data with varying degrees of sensitivity, including 
acceptable electronic transfer and storage methods. Note that these statements 
provide guidance for the most common use cases for the handling and distribution of 
College data. Information in each data category may necessitate more or less 
stringent measures of protection depending upon the specific circumstances (e.g. 
confidentiality agreement, legal hold, etc.) and the nature of the information in 
question.  

 
1. Restricted Data (Category 1) and Confidential Data (Category 2)  

 
a. Access:  Access to Restricted Data or Confidential Data may only be permitted 

on a Least Privilege basis to those permitted under applicable law, regulation 
and College policy. No person or system should be given access unless 
required for a legitimate College purpose.  In such cases where access is 
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required, permission to use the data must be granted by the appropriate Data 
Steward. 

 
b. External Distribution:  No Restricted Data or Confidential Data may be 

provided to external parties until a contractual agreement is put in place. 
Sensitive Data provided to third party service providers, at a minimum, must 
be protected by the third party at the same level as it would be protected by 
the College and must follow all applicable legal regulations.   

 
c. Storage: Restricted Data or Confidential Data in electronic form must be 

stored in an encrypted format. Passwords used to access encrypted files 
should be different than system login credentials. Any exceptions require 
approval by the Information Security Office and must be documented. 

 
Information 
Classification 

Approved 
Storage 
Location 

Approved 
Cloud Service 

Permitted Devices Restricted 
Devices 
Do NOT use 

Restricted 
or 
Confidential 

PAWS 
YESS 
Network 
drives 
Department  
network 
shares 
 

Examples: 
Oracle Cloud 
Financials 
Taleo 
Oracle HCM 
Medicat 
Canvas 
Symplicity 
Roompact 

TCNJ encrypted 
laptops 
TCNJ managed 
desktops 
TCNJ managed mobile 
devices 
TCNJ encrypted flash 
drives 

Personally 
owned devices 
USB flash 
drives 
 

 
d. Electronic Data Transfer:  Restricted Data or Confidential Data must be 

encrypted while transmitted over the internet or other network. Encrypted 
protocols must be used or the data must be encrypted prior to being 
transferred.  

 
e. Systems: Computer systems that access or store Restricted Data or 

Confidential Data must meet the Standard System Security Controls. In 
addition, file access audit logging must be enabled. 

 
2. Operational Use Only Data (Category 3)  

 
a. Access:  Access to Operational Data should only be permitted on a Least-

Privilege basis to those required for a legitimate College purpose.  
 

b. Storage: See table for approved storage options. 
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Information 
Classification 

Approved 
Storage 
Location 

Approved 
Cloud 
Service 

Permitted Devices Restricted 
Devices 
Do NOT use 

Operational PAWS 
YESS 
Network 
drives 
Department 
shares 
 

Examples:  
Dropbox 
Evernote 
OneDrive 
Gmail 
Google 
Drive 
iCloud 

TCNJ encrypted laptops 
TCNJ managed desktops 
TCNJ managed mobile 
devices 
TCNJ encrypted flash 
drives 
Personally owned 
devices 
 

 

 
c. Electronic Data Transfer:  Operational Use Only Data should be encrypted 

while transmitted over the internet or other network.  Encrypted protocols 
are preferred or the data should be encrypted prior to being transferred.  

 
d. Systems: Computer systems that access or store Operational Use Only Data 

must meet the Standard System Security Controls. 
 

3. Public or Unclassified Data (Category 4)  
 

a. Access:  Any individual may access Public or Unclassified Data. 
 

b. Storage: See table for approved storage options. 
 

Information 
Classification 

Approved 
Storage 
Location 

Approved 
Cloud 
Service 

Permitted Devices Restricted 
Devices 
Do NOT use 

Public  PAWS 
YESS 
Network 
drives 
Department
al shares 
 

Examples: 
Dropbox 
Evernote 
OneDrive 
Gmail 
Google 
Drive 
iCloud 

TCNJ encrypted laptops 
TCNJ managed 
desktops 
TCNJ managed mobile 
devices 
TCNJ encrypted flash 
drives 
Personally owned 
devices 
 

 

 
c. Electronic Data Transfer:  Public or Unclassified Data may be transmitted in 

clear text. 
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C. Data Retention and Destruction 
 

In general, College personnel must only collect, distribute, and retain the minimum 
amount of Sensitive Data needed for a legitimate College purpose. Data and other 
records that are no longer needed by the College must be securely destroyed in 
accordance with the state record retention schedule and College retention procedure.  
 
At least annually, College departments must review their business operations, and 
purge Sensitive Data that is no longer needed. State law may require the College to 
retain certain data for a specified period of time. Refer to New Jersey’s Record 
Retention and Disposition Schedule for Four Year Colleges for guidance on which 
records must be kept.  
 
College departments must contact Information Technology for proper disposal of 
electronic media. Employees should contact the College Record Custodian, Privacy 
Officer, or Information Security Officer with any questions regarding proper data 
disposal.  
 
D. Data Security Breaches and Vulnerabilities 

 
All College employees must know how to respond to potential data security incidents 
in accordance with the Security Incident Response Policy. If a data security incident is 
suspected, the IT Helpdesk or Information Security Office must be contacted 
immediately. Unless directed otherwise by the Information Security Officer, 
employees may not make changes to the affected system in order to preserve valuable 
forensic evidence.  

 

http://www.nj.gov/treasury/revenue/rms/retention.shtml
http://www.nj.gov/treasury/revenue/rms/retention.shtml

